Y  SAP Note 505296 - LDAP Connector in an SNC secur ed
envi r onnent

Not e Language: English Version: 4 Validity: Val i d Since 06.05.2002

Sunmary

Synpt om
The connection between the SAP application server and an LDAP Connect or

(such as via the function "Test connection" in transaction SMe9) fails and
one of the follow ng error nessages is issued:

0 SNC disabled to start unsecure program reject request to start

0 SNC disabled for conversation <nnn>, tp = / CPI-C error
CM_SECURI TY

Q her termns
LDAP Connector, ldap rfc.exe, ldap_rfc.

Reason and Prerequisites

You have activated "Secure network comruni cation" on the application server
(profile paraneter "snc/enable = 1")

The first error nessage is issued if the RFC destination (SMb9), w th which
t he LDAP Connector is to be addressed, has not set the "SNC active"

i ndi cator (the connection is to be insecure) and profile paraneter
"snc/permt_insecure_start" is not set for the gateway. In addition to the
function contained in its nane, the paraneter also controls the transfer of
i nsecure connections to registered server programs (such as the LDAP
connector).

The second error nessage is issued if the RFC destination is set up for
secure connections (SNC active and mai ntai ned SNC options), but the LDAP
Connector is not prepared for a secure connection. The LDAP Connector al so
term nates under these circunstances.

Sol uti on

Set profile parameter "snc/pernit_insecure _start = 1" to run the LDAP
Connector in insecure node regardless of an active SNC. If the LDAP
Connector is executed locally on each application server, the connections
remain local within the application server

Alternatively, you nust start the LDAP Connector in such a way that it uses
the interfaces to an SNC library that are provided by the RFC library.

For this, you nust specify the "-L" command |ine paraneter with the
conplete path to the SNC library. You nust enter the SNC nane to be used by
the LDAP Connector in the SNC options of transaction SMb9. You do not have
to specify the "-S" conmand |ine option (the SNC nane), as this setting nmay
be taken from SMB9.

For setting up trusted connections between the application server and the
LDAP Connector, the sanme rules apply as for setting up SNC between two
application servers.

If you are executing the LDAP Connector on an application server and are
noni toring the CCMS, you cannot specify the "-L" command |ine option
directly.

As of version 2.3, the LDAP Connector provides the option of specifying the
paraneter via a configuration file. For nore detailed information, see Note
506671.

Exanpl e: LDAP Connector on the application server
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0 SNCis activated on the application server ("snc/enable = 1").

0o In SWMb9, nmaintain the SNC options for the RFC destination of the
LDAP Connector, specify the SNC nane of the application server as
partner nane (profile paraneter "snc/identity/as"), and activate
SNC for the connection.

By choosing the SNC nane you ensure that the systemcan find
rel evant credentials (that is, the credentials of the application
server that nust exist due to "snc/enable = 1").

o0 Now use the configuration file of the LDAP Connector (see Note
506671) to set the "L" option to the value found in the
"snc/gssapi _|ib" profile parameter (path to the SNC library).
Exanpl e: "snc/gssapi _|ib" has the val ue
"D:\usr\sap\ PRD\ D26\ sec\nmysnclib.dll". Insert aline with the
following content in the "ldap rfc.cfg" file in the current
directory of the LDAP Connector:

L = "D:\usr\sap\PRD\ D26\ sec\ nysnclib.dl "

0 Restart the LDAP Connector.

0o In SWMb9, you should now be able to test the connection.
Header Data
Rel ease St at us: Rel eased for Customer
Rel eased on: 22.01. 2007 07:51: 04
Mast er Language: Cer man
Priority: Recomendat i ons/ addi ti onal info
Cat egory: Consul ting
Pri mary Conponent: BC-SEC-DIR Directory

Secondary Conponents:

BC- SEC- SNC Secur e Network Conmuni cati ons

The Note is rel ease-i ndependent

Rel at ed

Not es
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Nurber Short Text

517755 Saving the network Iink to a directory server
506671 LDAP Connector (Version 2.3)
Attributes

Attribute Val ue
Transacti on codes LDAP
Transacti on codes SMB9

05. 03. 2013

Page 3 of

3




